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Challenge:	effect	of	crisis	on	critical	infrastructures	and	social	structures
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The	driver
Hidden	interdependencies

The	difficulty
Handling	surprises	and	

cascades

Current	methods
Linear	thinking	
dealing	with	

expected	situations

The	need
Escaping	oversimplifications

Lack	of	standards
Mainly	theoretical	developments



DARWIN	– Expect	the	unexpected	and	know	how	to	respond
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Duration	(June	2015-October	2018)

Partners
• 9	organizations
• 6 European	countries

DARWIN	Community	
of	Practitioners	(DCoP - 2016)
• 50	members
• 8	EU	and	other	countries
• DRS- Projects

DRS-7	– DARWIN,	SMR,	RESOLUTE,	IMPROVER,	RESILIENS	(2016)

• 53	organizations	

• 13	European	countries

Improve	the	ability	of	stakeholders	to	anticipate,	monitor,	respond,	
adapt,	learn	and	evolve,	to	operate	efficiently	in	the	face	of	crises.



Project	Objectives

Main	objective	and	core	result	
The	development	of	evolving	European	resilience	guidelines

Sub-objectives:	
O1.	Guidelines	available	in	a	form	that	makes	it	easy	for	a	
particular	infrastructure	operator	to	apply	them	in	practice

O2.	Enable	use	of	resilience	guidelines	in	non-crisis	situations

O3.	Facilitate	evolution	of	resilience	guidelines	
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Project	Objectives

O4.	Establish	a	forum		- the	Community	of	Resilience	and	Crisis	
Practitioners	- with	a	lifetime	that	will	extend	beyond	the	end	of	
the	project

O5.	To	build	on	“lessons	learned”	in	the	area	of	resilience	of	what	
works	well	and	what	does	not

O6.	Carry	out	two	pilots	that	apply	project	results	in	two	key	areas	
- Health	care	and	Air	Traffic	Management	(ATM)	

O7.	Establish	activities	that	will	lead	to	project	results	being	
adapted	to,	and	later	adopted	by,	practitioners	in	domains	other	
than	the	two	used	in	the	pilots
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DARWIN	Results	some	examples	– early	adopters?
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END-USER	CO-CREATORS“	flexible,	dynamic	and	adaptable	to	different	kinds	of	
stakeholders	and	crises”

TRAINING	– TRADITIONAL	– VIRTUAL	REALITY	
SERIOUS	GAMES

Establishing pre-crisis relationships between the organizations that may be jointly involved in
managing a crisis paves the way for more effective collaboration and communication during
crisis and post crisis responses across organisations.

Actors targeted by the concept card

The card is directed to top management roles involved in strategic decision making (e.g.,
executive management, policy makers).

Before a crisis

Protocol for promoting inter-organizational coordination. A five-step protocol is recommended to
establish effective inter-organizational collaboration across the relevant organizations that may
have to work together in a crisis situation.

1. Identify. Based on the crisis-scenarios resulting from the internal risk assessment, specify
the relevant organisations with whom collaboration may be necessary at the time of the
crisis response. These may be located at: International, National, Regional, and local
level(s).

2. Specify. For each organisation identified at each level, specify the rationale for
collaborating with it depending on the type of crisis scenario. As part of the exercise, it
should be clarified as a minimum what are own expectations about the partner
organisation, the expected communication means, etc.

3. Approach. Approach the relevant organisations in order to establish a communication
challenge and meet with representatives of the other organisations;

4. Maintain a record of the status of inter-organisational relationships. Create and
periodically update a record about the status of the relationship with the other
organisations.

Establish networks for promoting inter-organizational
collaboration

5. Establish collaboration terms of reference. This steps provides the basis for joint shared
action. There are two options at this stage:

Define memorandum of understanding. Formalise a declaration of intent that
clarifies the current rationale (i.e., why do we need to collaborate?), objectives
(i.e., what do we want to achieve?) and mechanisms (i.e., how shall we
collaborate?) for inter-organisational collaboration. The same declaration should
also clarify the potential for future developments (i.e., how the scope of the
present collaboration may increase in the future?)
Define a stable framework for collaboration in pre-crisis, crisis, and post-crisis
situations. The framework defines the actual collaboration measures that have
to be implemented, including details of resources to be committed, roles
involved, type and frequency of meetings, either bilateral or multilateral
involving also other organisations. The framework should contain at least one of
the following measures:

Define and periodically review role and responsibilities of each
organisation in case of crisis (see card Understanding roles and
responsibilities of other actors);
Implement shared actions to improve common ground between the
involved organisations (see card Establishing common ground).

Triggering questions

Identify

When thinking of a specific type of crisis, are there organizations that may be involved
together with us in the management of it. Among these organizations, are there any with
whom we do not have any collaboration yet in place?
If there is no collaboration yet in place, would it be worth establishing it?
When thinking of new possible collaborations, are we considering all relevant levels,
including the local, regional, national and international level?

Specify

What type of collaboration do we expect to have with an organization we have decided to
include in our network?
What do we expect to achieve from the collaboration?
Which communication modalities do we want to adopt in order to interact with such
organizations?

Approach

Do we know with which person/s should we get in touch in order to activate the
collaboration?

Establish Memorandum of Understanding

Have we clearly defined why we need to collaborate?
Have we clarified what we expect to achieve from the collaboration?
Have we defined the specific way we intend to collaborate?
Have we discussed and agreed with the other organization about possible extensions of the
scope of our collaboration in future?



Dissemination	and	exploitation

• DCoP workshops

• EC	Community	of	Users	events

• Common	DRS-7	activities

• DARWIN	web-site:	Available	and	evolving	in	different	formats	
WiKi and	deliverable

• Conferences	workshops,	seminars,	papers,	journals

• Planned:	documenting	validation	exercises	
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Standardisation activities

• Guidelines	based	on	current	standards	e.g.	
ISO Guide 73:2009. Risk management – Vocabulary.
ISO 22300 (2012). Societal security – Terminology.
ISO 22320 (2011): Societal security – Emergency management – Requirements for incident 
response.

• Participation	on	standards		(e.g.	SINTEF/NTNU)	-
CEN/TC	391	WG3	– Crisis	Management	and	Civil	Protection
The	WG	is	preparing	a	Technical	Standard	expected	June	2017	Crisis	
Management	– Guidance	for	developing	a	strategic	capability

• On-going	:	Common	DRS-7	White	paper	
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DARWIN	and	other	ongoing	H2020	projects	what	is	next?

• Early	adapters	of	H2020	results?

• SU-INFRA01-2018-2019-2020:	Prevention,	detection,	response	and	mitigation	
of	combined	physical	and	cyber	threats	to	critical	infrastructure	in	Europe	– IA

• SU-DRS01-2018-2019-2020:	Human	factors,	and	social,	societal,	and	
organisational aspects	for	disaster-resilient	societies	– RIA

• SU-DRS02-2018-2019-2020:	Technologies	for	first	responders	– RIA

• SU-DS01-2018:	Cybersecurity	preparedness	- cyber	range,	simulation	and	
economics	IA

• SU-DS05-2018-2019:	Digital	security,	privacy,	data	protection	and	
accountability	in	critical	sectors

• SU-GM01-2018-2019-2020:	Pan-European	networks	of	practitioners	and	
other	actors	in	the	field	of	security	- [2019-2020]	Practitioners	(end-users)	in	
the	same	discipline	and	from	across	Europe	- CSA

10



Interested	to	join	DCoP or	access	deliverables:	
www.h2020darwin.eu

Thank	you	for	your	attention,	any	questions?
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